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The ARF conducted its second annual Privacy Study among 1,100 American consumers 
during the week of March 26th, 2019. The first study was conducted during the week 
of May 28th, 2018. Both surveys were conducted using a Qualtrics online sample and 
platform and were weighted to U.S. population estimates for age, gender, and region. 

Summary of Findings 

The key differences between 2018 and 2019 are: 

• People are spending more time on their mobile devices and less time on their PCs. 
• People are spending more time checking email, banking, listening to music, buying 

things, playing games, and visiting social media via mobile apps. 
• In general, people are only slightly less likely to share their data than last year. 
• They are least likely to share their social security number; financial and medical 

information; and their home address and phone numbers. 
• People seem to understand the benefits of personalized advertising, but do not 

value personalization highly and do not understand the technical approaches 
through which it is accomplished. 

o Hispanics have a higher level of comprehension of the terms typically used 
in privacy statements compared to other groups. 

• Trust has fallen for people with less than a high school education, especially trust 
in scientists. However, there are some significant differences in trust: 

o Democrats and Asian Americans have increased their trust in Congress in 
contrast to Republicans, who have lost some trust in Congress. 

o Democrats and Asian Americans also have the greatest trust in the media 
and television news. 

o Baby Boomers, Republicans, and Whites are most likely to trust their local 
police. 

In addition, the implications of these findings are reviewed in light of the California 
Consumer Protection Act and similar potential state legislation. The key implication for 
the marketing industry: participants did not indicate a higher likelihood of sharing data 
if they would receive more personalized advertising as a result.  That said, it is 
possible that this finding was affected by the need to ask the same question twice.
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Device Usage:  

It is not surprising that we found that people are spending more time on their mobile 
devices and less time on their PCs, when asked, “On an average day, how much time 
[Never, Infrequent, Regular, Frequent] do you spend on each of these different 
devices [PC, mobile web browser, mobile app]? Think about the time you spend online 
for work and pleasure.” 

 

While people use PCs for everything, they use PCs most for email, buying things, 
social media, and research. However, their use of PCs is declining across all 
categories. 
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In contrast, the use of mobile apps is increasing across all categories of use. 

 

Data Sharing: 

We asked respondents what personal data they would be willing to share with a 
website, first with no further description and then with the clarification that, by 
sharing, advertising could be more personalized and relevant to them.  

In general, people were slightly less likely to share their data in 2019 than they were 
in 2018. They were least likely to share their social security number; financial and 
medical information; their work address; and their home address and phone numbers 
in both years. They were most likely to share their gender, race, marital status, 
employment status, sexual orientation, religion, political affiliation, and citizenship. 
Because citizenship has been the topic of some controversy as it relates to the 2020 
census, it is important to note that 21% would not share their citizenship. 

The biggest changes in respondents’ willingness to share their data from 2018 to 2019 
were seen in their home address (-10 percentage points), spouse’s first and last name 
(-8 percentage points), personal email address (-7 percentage points), and first and 
last names (-6 percentage points). 
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Also surprising, for a second year in a row, telling people that sharing their data will 
allow for a more personalized experience does not result in a greater willingness to 
share data.  
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Understanding Privacy Policies:  

We created a paragraph that 
someone might typically find 
in an advertising company’s 
privacy policy and asked 
respondents to identify 
which words were clear and 
which were confusing. 

In 2019 respondents had a 
somewhat clearer 
understanding of commonly 
used terms. That is, fewer 
people found terms like “first 
party data” and “third party data” confusing than they did in 2018. The terms they 
easily understood are shown in green, those somewhat confusing in yellow, and those 
very confusing in red. Findings show that people seem to understand features such as 
benefits, but, less so, the tools and technologies used to achieve them. 

There were not very large differences in comprehension of these terms among the 
demographic groups measured. However, Hispanics seemed to have the clearest 
understanding of most of these terms. 

Trust: 

There has been little change in the institutions people trust, at least across the total 
population. They continue to trust people like themselves, local police, scientists, and 
experts. However, those with less than a high school education trust scientists and 
experts the least (52%). In general, respondents continue to mistrust media, 
Congress, and advertising.  
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Of course, there are some interesting shifts since last year.  Democrats and Asian 
Americans are more likely (22%, increasing to 32%) to trust Congress, and 
Republicans are less so by a similar amount. African Americans seem to have lost a 
small amount of trust in most institutions. Of note, there was also a significant decline 
in trust in advertising and social media by those with less than a high school 
education. 

Asian Americans and Democrats are more likely to trust television news (72% and 
62%, respectively) and the media in general (53% and 52%, respectively). Baby 
Boomers, Republicans, and Whites are much more likely to trust local police (84%, 
82%, and 78%, respectively).  

Implications: 

While the California Consumer Protection Act (CCPA) soon goes into effect with 
lookback provisions to January 2019, they are not alone: there are several other state 
and federal initiatives that could impact the ad tech industry. One of the CCPA’s most 
salient requirements is that consumers can opt-out of the sale of their personal 
information to third parties. On the surface, this doesn’t seem too significant. 
However, as of a few months ago, it was unclear how the California Attorney General’s 
office would require opt-out provisions to be displayed. Some have suggested that it 
could be designated more significantly by including a large opt-out button on every 
page of a site. This would be expected to have a significant impact on opt-out rates. 
Other state bills, such as a proposed New York one, call for documented consent 
before anyone’s personal information can be sold to any third party. 
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The survey finding most relevant to these proposals is that the public does not see the 
value of sharing data to improve personalization of advertising messages. It is worth 
exploring this in more detail because, if “documented consent” — such as that 
proposed in the New York bill — is required, ironically more relevant advertising is one 
of the few reasons the public would consent.  

About the Advertising Research Foundation 
 
Founded more than 80 years ago, the ARF is dedicated to creating, curating, and 
sharing objective, industry-level advertising research to enable members to make a 
true impact on their advertising and build marketing leadership within their 
organizations. It has 400 members from leading brand advertisers, agencies, research 
firms, and media-tech companies. For more information, please visit www.thearf.org  

 

 
 


